certified

Solutions
Architect

ASSOCIATE

oooooooooooo

Certified Network Defender

NTIVN "TINYY

720 "NNIN NPINY
NNDAN N1M17112D1
AWS %w 11V

NITIVY NINY VAN 12'R-12 ND'0IAIIN
NTIVN "TIN21 N3N NN TN
03-7384481 :119%D | Desigprog.biu.ac.il

&:CNA ) '
" |

(r4

4.
NDTONAMIIN
17'N"12 A‘

Bar-ilan University

N'MIN?1'2N NIPINN N1121N2 DNNNA
EC-COUNCIL | ACADEMIA 7v

DTN N2 DTINY *



ND'0NAIIN

A The Center for Designated Programs NI'TIV" NIFDINY )YNnn
17'N"12 A

Structured Programs NIM NIMdINY mn

Certified Network Defender

|7'N-12 NV'0NANMINA NAMOI 70N 190N N 70N ,DNY Y N TR 7nIn

"7 X121 'oaMpe 1'r'a :D"NTEN DY

NN7¥N NINnY O'ONI? NIXN ,NAM0I YT NNVAX '0NI? NIDYTNA DIY NNYY v |I'01 DY
N'DINN DX A'¥N7 DR |'7'N 72 NU'0NAMIN ,MT7IVNI IR 1Y NINYN D'YU'NRNN D'0ITIVO 197XI
NNaVINI NIMIX?'A NIdNoN WY DN'1|7'7 n1'>N N"DINN .J1VINA"0 'NNIN nwon? v nnTEZNNN
12"0 MIYpN YU'X ,nvN 7N11D TIAY? TWIIN VITIVON ,NNI'0 DY YOX2 O'XINn 10712 7w DNOY TN
]2V UFLVDAND TIAY? MWOAA Mron? NMYONNA AT NN IT AV UPUOONI

LN NIMDTYN NAZIDLN DX 720011 017 DTy D' NIINY 72NN 0ITIVoN ,0NIPN IKY
NI12'N27 N1ON 110V7IN'0d NNIIY [2¥ NOOIAN D'INAN NDIYAL NOINN ,H0112 .21 AIWNA ND NIDMXAN
JImix7inan

720N NLVN 7Y "IRIY' N1FTNA 120N NIAN NIYVIXPA NNTOXR NIMFTA" NININ 9% N7YI9 N'dINN
.DINN2 N1 TN NI'NAY DA '2071 "0 NN My " 1'wOn? X' nNun .2"NN Twnn L'mINN

[AN T79N7 LITIVON NX N1 ,EC-Council 7w mwan o1ipn 72y nooiann ,CND nawdnn ndin
.071VN 752 navimn ,nNdmM N'IX711 ARImnn 197 1aro

N1ON N1T0 ,NTIAYN 7IW7 1NN 770 ,Linkedin n1T10 vVITIVON MY ,001PN NN'M9N 11D
TIX 2'¥N N2 0I'0 NY'XVITIOI 77 7N NTMY N720NN1 01172 NWAN 'OR' N9 |'ON7 NTIVN N'XVITI9Y
.0NI7N 7¥ NN v NS

TN7NN :NIDOY N2NN NNLVAIRA NIVFVIIX N'MA7 070 NPOONI NAITINA NNIXA NN NN
Tirvi (CISCO) miwpn niaao ,(Linux-1 Microsoft) o'nawal ninnna naan NRNN9 Y man? 1i?
[wn 790 ,AWS 7v n"mn 0*1min v (Check Point 1 Fortinet) [21m1 0Nk [12'01 yT' NNLVAX
.NLVYA NYWYI7 D'MITH D'Y'NNN 720071 XN ¢ 1Taynn NIA'A07 1aNNnY DNYOKRN ,071Y2 7Iman
.0"72mMmn DX 7Y NIMIR7AN NIYNA7 TN7NN wai 2imn 75 nrroa

0712 D'7ITAN DRIARNT DX 7Y NI AMTEN N1 [7'K 12 NV'0NAMIN

DYINAN D'DNOIM D'XIN NIYXYNXA 0'vxann o'Tmn .1 AWS, CISCO, Fortinet ,EC-Council
NI'MYN 7y N1a0 NNNNO [11DN2 AP AYN 112N NPO90N NdINN .0'77mnn DX NMTERN 'Y
nNLaX *7nm IX DevSecOps N> qwnn ‘0017 TINY'7 [N ,'WIXPn NINNOSNN JWNND Ayl DIFNIoN
J7'® "2 nuronaaix 7w CISO yTn

N"2O0NN NNLN

NN NIMIR?IA NdNon 6 NXIE7 N'won n'dNN

LPI paax 9w - LPIC-1 Linux Administrator o

CISCO mman 7w - CCNA o

Check Point nnan 7w — CCSA o

Fortinet nnan 7w —NSE 4 o

Amazon Web Services n1an 7w - AWS Cloud Practitioner o

Amazon Web Services nnan 7w - AWS Solutions Architect Associate o
nTIVN Tin'"? TN oiovny n'MITPKXR 0T N1'ON [IN0'AN nwn'r'r AITNN NNAIM NINdINY TN 'UKY Twn
03-7384481 077-2753094/8 03-5317956 03-5317005/6 03-5317957 03-5318254

biu-es.ac.il DesigProg.biu.ac.il mechina-kda.biu.ac.il mzb.biu.ac.il DesigProg.biu.ac.il DesigProg.biu.ac.il

barilan.ac.il *9392 :AnN'w? yTNn Tirn 0®°°




ND'0NAIIN

A The Center for Designated Programs NI'TIV" NIFDINY )YNnn
17'N"12 A

Structured Programs NIM NIMdINY mn

N'DNN v 0'v720 NNt

ANWn Naron N pmim L7 X1 poanale 770 ,onw 'y Navin oipn
.0¥'N 20 7Y, TNXR 0NIPA NIFMNPIY NIMINTAIA NIdNoN WW'7 n1din

NITIV! NIMDINYT VAN L|7'K 12 NU'0NAIIK 7W MR NTIVN

Amazon AWS ,Fortinet ,CISCO ,EC-Council ninan 7w n™ipn 01N
.DX'N 7Y AMTERN NIMDINYT DXNNA N2N0NN 1NNl NIDIN 7Y Nit'7ya NIavn
NIMIX72'2N NI'NAN NXIP7 11D NITIVA L[V NOOoIAN NNTNn NN NDwN
JONINTIN YT 72702 02 D'OR'ND DY A7YNN L, ININNA 'wyn oIy

LNXINN ONKRYT D2, TINYN NN 72V DTh NTNWONNN DNIYYN 7Y NI07RIM NIRXIN
JI'MNANN NINWIA WK AN DY WINZAN [92 TR7NN 7 Wi iy

O O O O O O O O O

DNY Y N ,"MTIRN 2000 NITIX

JMAI71200 NIDATA 721001 nikyn2a naw 30 7w pniva o

.[7'"N-12 N0'0N21INA 12101 PVMNT7 190N N 7NN

,NN2NY7 NN 'MN'W 2O0N1 N'INONI N'MTPZX NNA0N2 D'AWNNY7 190 'MA 7Inf2 21 |ro '2va o
.0"anwni N7wnn 'a11 0NV DX

.My 20 quna 0119 'Y NNAN 7Y NYAIMN TN DOIN DK 70 o

,NTN ' 3 1770w 11000 Tom 7w qwnn *TIN'? NT'Na DAYNNA ATV 017 7NN 1y o
,0M-07n 78w n'71man [T -0 nnan 7w naiinmoun N TN Np'7nn NXENawa 0ol 60 7un
.nann '1aw 4,000 - 7 noYTh "My Npoonn

10719 2V NNNIDVYTO DN DIIND L,NDYTAN DINNA 7XIY N71TaN N1 L,D'pN1 DY D'MYA NN o
N'RNA NOITN NMNWN 'R [N NINIEZN DA NIDYTN 11Yn? NWONNI 2"IN21 Yaka NidTNY
NIOINNI X [ATA NIZITA YT NIYIND TIA'Y ,0'0ITIVOY NINIAA AIYNA NI7ID' NP90N oI
.NLVYA D'Y'NINA NIN'PY 'O NO'7N/N1AN NIDA0

(@]

702Nl 770 N ,MTEND YYI'A NITIX

IR NRYTN N0 NIFTANTD'TIN0 1270 NIAN (DMINNA 'A171100 110IN1 A0TVOX YYI' ©
JIWIXPN NAI71I100 NIWON L0 21, N1AI71100 NIT'NY

NXONI PI'Y 'YNY ,D'WTN DNN'YI DAIXIA NIN'D RIYI{ROY NIN'D NIAIZIND0 NNAN 71 Y0 o
JIVIXPN DWINTENOTTN TN NN, NIMA0IVONRI NIFZOY NIMIDN NdN L,D'WTN

N1'2N N29NN ,NPN' NFANIXK AYNAN YT N7 D710 NDYTN 7W D'MINNA 1D QXM o
JIYIRN 7V NXRINN D'A171200 NINNSNN NYSWN ,NMMIDKR7AN

D2IY 0DX'Y7 NdNON 'ONI7 ,0RINI NMIYPNIE VTN NNVAX ;1210 7¥ D'INN2A 12 AI71100 YT ©
D'7N10 1Y DIFTNY NII7ID0 XKW NIRXIN 12100 DINNA NINDA 70 NIWIN? 0'oNly,
20N AIWNNN DINNA NIFAIZIID0 NINANE D'TIN0 ,NINDA Y701 DNV T , 0NN

JIRXINI DO NIXNAI D' TNA7N '97X ,NdTNN DINNA MY 19 9w [r'oa ndim T o

,2007 miwn Fortinet n1an 7w 7' 11,1999 mawn Check Point nan 7w qnom 1T o
.2018 miwn xwr Ciscoa 1D 11

7¢ TP ,MIYPNIEYTN NNVAX 12100 'NINNA NNVAXR NIRINND VFVDIXD |I'0 NNV 22 ©
.071y21 YIXQ D'OR'ND NIKN 7 NOVIY NZITNNI YIN'AL [11ON

.2ro NnINNvA n'7an Professional Services nian 7w 7">mi 10> mw 13 7w jroa o

NNTNY ,NIAR NRYTN ,NMIYPN 020 'MINNA DN NNl yn 7w Y%hmi 10'n o
020N DINNA NIFA7ID0 NINANIE DYTINL ,N70Y NAVIVOXRD NIIAIX NNYTN ,NAI71100

ATIVN 'TIN'Y TN oiovny n'MITPKXR 0T N1'ON [IN0'AN NIYNT? NITn nNnamM NIINY WImn 'YK Tun
03-7384481 077-2753094/8 03-5317956 03-5317005/6 03-5317957 03-5318254
biu-es.ac.il DesigProg.biu.ac.il mechina-kda.biu.ac.il mzb.biu.ac.il DesigProg.biu.ac.il DesigProg.biu.ac.il

barilan.ac.il *9392 :AnN'w? yTNn Tirn 0®°°




D‘D;J‘JIN AA The Center for Designated Programs NIFTIY" NINDINYT 7WNn

1

N Structured Programs M NIIN7 MmN
DT 'XIN

.DU"NTERN DXV MY DR R o
UNNYNN NNN2 VIVI'RN NN ©
D0 NY2IR 7w NN AR ©

D'TIN'? MIDNN

21.2.2023 :p'miR™ NN o

niywn 2 'wwl 17:30-21:30 niywn |2 'w'v o mepnd o'wTin 10 nrTm'7awn o
.13:00 — 09:00

JimTpx niyw 400 N0 oTm'n DN o

TIN'™? 1DV

. 480 :pwnMmT °

. 19,800 :1m™ 1w

qQlo TV TIN'70 NIYWA NV'0N21INA 1010 NX NINY N1 @ 200 7w qon ni?wn 112y NN o
.02Nnvuoo

N'MIvawn nnni NIy X77 VMware Workstation 7apn 017100 70,0030 7w nmTpR qniwd o
.D"7PY 19X NIALNN 1Y .0'NIINTI'AN DIN2NN NN

.T191 DI7YNAI NIAIN'D NDNOoNN NI'NA O

(@]

TIN'70 DIpn

.]A hnA ,|'7'N-WJ NU'oNANIX 019N ,PL"NN DIUIXPYJ'? ™INna 0DWID' TN o
DIT NIYXNXD NAVI' DV'YAn p'mw |21 NV'ONAINN NIXRAINI NIRMAN TN NIXKIN? DXNNY ©

ATIVAY? NINDT

.(ﬂ'DIO n'X01I™MO mxn) N"DNN NI7VNa Nl ,0'wasnnn 80%-1 niNdin NN o
NIFTIYT NIMDINY Tvnn ,|'7'N 12 NU'0NAIR DYUN ATV 722VIN N'1DNN NIYITA D'TAY? ©

nNyn

.D'MYNIN 190N NYINIM NN 72 NNMS o

T2V NNONN NNMD 'R 7Y NPna K7 ,0NTNIM DRI TINMYN 1DWA 07170 DR NNYIan 'MT o
7' 12 NV'oN2INA NTIVNN FTIN'? 7w D' TIN'? PN 91921 ,n TN

221 IN NI'N2NI DTN FTYINA ,NYDNN YN 0YI'Y 11DN D DMWY YT RN TN o
72 NU'0NQIINA NTIVAN TN [NPN7 91902 ,0'9NNWNT7 10NN '11'W 72 2V Y TIN .ANK KW

J7'R
ATIVN 'TIN'Y TN oiovny n'MITPKXR 0T N1'ON [INVaN NIYNT? NITn nNnamM NIINY WImn 'YK Tun
03-7384481 077-2753094/8 03-5317956 03-5317005/6 03-5317957 03-5318254
biu-es.ac.il DesigProg.biu.ac.il mechina-kda.biu.ac.il mzb.biu.ac.il DesigProg.biu.ac.il DesigProg.biu.ac.il

barilan.ac.il *9392 :AnN'w? yTNn Tirn O®°°




ND'OIMNN AIA The Center for Designated Programs NIFTIY" NINDINYT 7WNn

7IN"12
! Structured Programs Nnm NInm? umn

DIV "7

.|'7'N 72 NV'0NAIIN NAY ,N"vd DNY TV NN2N NIYXNXA YXANN NyYInan o

:IX N9 X2 Nnwanl 0'V1OY
|"710X ANONX
052-5886002

esther.asulin@biu.ac.il

Bar-llan University

January 02, 2020 January 02, 2023 EACD32623

Bar-Ilan NA

University

The Center for Designated Programs

Certificate Study Program

This is to certify that

Mr. Israel Israeli

1.D. 12345678

Has successfully completed all studies and
requirements of the course

Certified Network Defender

Atotal of 325 study hours were completed during
December 6th., 2019 — October 8th., 2020

Ramat Gan, Israel

May 8th., 2020

CaShlen ot

Mr. Eran Shaham Prof. Nissim Leon
Manager, Center of Head of Designated
High Tech Programs Programs and Certificate

Studies Committee

ATIVN 'TIN'Y TN oiovny n'MITPKXR 0T N1'ON [INVaN NIYNT? NITn nNnamM NIINY WImn 'YK Tun
03-7384481 077-2753094/8 03-5317956 03-5317005/6 03-5317957 03-5318254
biu-es.ac.il DesigProg.biu.ac.il mechina-kda.biu.ac.il mzb.biu.ac.il DesigProg.biu.ac.il DesigProg.biu.ac.il

barilan.ac.il *9392 :AnN'wY7 yTmn Tpin O®°°



mailto:esther.asulin@biu.ac.il

ND'0NAIIN

A The Center for Designated Programs NI'TIV" NIFDINY )YNnn
17'N"12 A

Structured Programs NIM NIMdINY mn

D'TIN'7A N'1DN

(¥"w 5) EC-Council 7w 1"11an Certified Network Defender ntsin oy nindn

q12'NN NN .0INNN 7W NWIXPZAN 2171100 DY NNDNIAY0I YT NNVANA TIO' 'AWIn NINdN
ONIPN NX 1917 12 ,NN2IY Dx'? CND noimn 7w 010IKNN DONN 2 DTN N12INA
.NU"YYN7 nainni 'wyn?

.N1AN NINND 12N ,NINTT 270N ,NWIn N1ana XN, TCP/IP 21710n9 ,niwpn ninw? Xian

(x"w 5) LinkedIn nwna n¥an '7'91n9 n™ma

2'9119 N'MA7 NI'NINE D7D ,NTIAY WID'NA ITY'Y ,WUNNYAN PYnn DY Np'nyn Ninnn

no'wnYb 0 'wR aimm Nyt All-Star Status + SSI Score , Rank :7'919n noavn? 01N ,NXIN
. Meetups ,Da"on DINNA NIXIAP .0'0"an 7n

.NTIAY DR X7 NIFMNANN NINWIA 072NN YT 01IPN N7'NNA 12D NIYYY? N NN

(X"w 5) nnx¥an n"x¥vVITIO MITO

2'WONN NOIN XN MY MY WADNN 10N 1N g 7in Tmy? niint 0o pravn? wasnn nnun
N2NN N2'202 N'Y 71011 NIAXA N2V NIROVAI NIAIZITINA NI7ITA NIFNATX NiNanal 7"nxa
N2'02 VI 1210 NMIVPUDIN 7Y [12DN VXA NAXN VITIVON N1 MNI' INIXA A7V .0'9NNYN

171D 001N 710 Aty DNIR, NTAVN

(x"w 30) Windows Server 2022 nonaa Active Directory 'minwi nwa 'niny
NIPNNN D'70N2 VIZYWY 1Y D71 N7Y9N NIV 7Y N1ANN YN [12ON7 'RINK 1210 [N
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D'RYNDN NN'wn

Understanding Virtualization

Installing and configuring VMware Workstation
Introduction to Microsoft Windows Environment
Installing and configuring Windows 10 / Windows 11
Workgroup Vs. Domain

Installing and configuring Windows Server 2022
Active Directory Logical and Physical Structure
Administering Users, Groups and Machines
Providing user access to resources
Implementing Group Policy

Installing and Managing DNS and DHCP
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(x"w 40) LPI: LPIC-1 m1'na%? n1dal Linux "NIv oy nindn
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o Linux Philosophy and Concepts
o Linux Basics and System Startup
o Graphical Interface
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System Configuration from the Graphical Interface

Common Applications

Command Line Operations

Finding Linux Documentation

Processes and Text Editors

User Environment

Manipulating Text

Network Operations

Intro to bash scripting

Local Security Principles

O 0O O O OO OO0 OO0

(x"w 85) Cisco Certified Network Associate - CCNA

TN7NN MIYPN NINWY 7¢ NN0ARI NIPNNYT 0700 IR TN7N7 790" MIYPNN D71V2 21wNn 2Imnn
N>NONN N1'NA7 WA NIWINN OI'0] .NTAYN N0 AINMIAINTM 7¢ NIAdYIM NN 1A PN
XN 7w nIR7Ian

.CISCO IT Academy n p7n annni CISCO 9w "ipm 21min InT
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Explain the role and function of network components

Describe characteristics of network topology architectures

Compare physical interface and cabling types

Configure and verify IPv4 addressing and subnetting

Configure and verify IPv6 addressing and prefix

Describe wireless principles

Configure and verify VLANs (normal range) spanning multiple switches
Configure and verify interswitch connectivity

Configure and verify Layer 2 discovery protocols

Configure and verify (Layer 2/Layer 3) EtherChannel (LACP)

Describe AP and WLC management access connections

Interpret the components of routing table

Configure and verify IPv4 and IPv6 static routing

Configure and verify single area OSPFv2

Configure and verify inside source NAT using static and pools
Configure and verify NTP operating in a client and server mode
Configure and verify DHCP client and relay

Configure network devices for remote access using SSH

Define key security concepts (threats, vulnerabilities, exploits, and mitigation techniques)
Describe security program elements (user awareness, physical access control)
Configure device access control using local passwords

Describe security password policies elements

Describe remote access and site-to-site VPNs

Configure Layer 2 security features

Describe wireless security protocols

Configure WLAN using WPA2 PSK using the GUI

Explain how automation impacts network management

Describe controller-based and software defined architectures

Describe characteristics of REST-based APIs

Interpret JSON encoded data
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(x"w 30) Check Point Certified Security Administrator R81 (CCSA)
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CCSA n nonon nr7 156-215.81 na'na7 'on 72Imimin .0%71va anira 1onan Enterprise Firewall
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2" 1man yara nmninig'n aroniw 7xxi1 Check Point

:D'RYINN NN
Check Point Technology Overview

Introduction to the Lab

Installing Firewalls in a Standalone and Distributed Environments
Product Design and Architecture

Simultaneous Administration in R80

Security Policy Management

Working with Inline and Ordered Layers

Understanding URL Filtering and Application Control
Implementing SSL Tunneling and SSL Bridging
Configuring Content Awareness

Monitoring Traffic, Connections ,System Health and Logs
Working with Legacy SmartConsole Applications
Network Address Translations

Managing User Access with Local Authentication
Managing AD Authentication with Identity Awareness
Basic Concepts of VPN

Configuring Site to Site VPN

Administering Mobile Access

Disaster Recovery

Incident Response
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(x"w 50) Fortinet Network Security Expert (NSE4)
NNNNO 7W 721011 N'XA'9117 ,NMPNNT7 D'LITIVON NX 1'WD* 7ITMN ,Fortinet 7w nwam nmTpENRd
20N D71Y2 DY7ITAN DX TR

'D'RYINN NN
Introduction and Initial Configuration
Security Fabric

Firewall Policies

Network Address Translation (NAT)
Firewall Authentication

Logging and Monitoring

Certificate Operations

Web Filtering

Application Control

Antivirus

Intrusion Prevention and Denial of Service
SSL VPN

Dialup IPsec VPN

O 0O 00O OO OO0OO0oOOoOO0OO0OO0
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(x"w 50) AWS Cloud Practitioner
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.Jay2 NNVAX 170N 7Y WAT [N2* D 1D .0NIZN YW D'DNN
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Define what the AWS Cloud is and the basic global infrastructure

Describe basic AWS Cloud architectural principles

Describe the AWS Cloud value proposition

Describe key services on the AWS platform and their common use cases (for example,
compute and analytics)

Describe basic security and compliance aspects of the AWS platform and the shared
security model

o Define the billing, account management, and pricing models

Identify sources of documentation or technical assistance

o Describe basic/core characteristics of deploying and operating in the AWS Cloud
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Welcome to AWS Academy Cloud
Architecting

Introducing Cloud Architecting
Adding a Storage Layer

Adding a Compute Layer

Adding a Database Layer
Creating a Networking
Environment

Connecting Networks

Securing User and Application
Access

Implementing Elasticity, High Availability, and Monitoring
Automating Your Architecture
Caching Content

Building Decoupled Architectures
Building Microservices and
Serverless Architectures

Planning for Disaster

Bridging to Certification
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