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Domain 1: Becoming DevSecOps Expert (5 Hours)

o Introduction to DevSecOps
o Developing a DevSecOps career

o In-Depth walkthrough building a Linkedin profile

Domain 2: Linux Administration and LPI LPIC-1 Exam preparation (40 Hours)

The domain provides Linux administration skills and prepares for the LPI LPIC-1
exam. This domain is taught via remote connection only to class.
o Shell Basics
o Common use commands
o Shell workaround and internal abilities
o 1/O, redirect and streams
o Unix tools and text editors from shell
o System Administration
o User management, passwords and profiles
o Group management
o Files and permissions
o Access control lists
o File links
o Processes and process management
o Storage management
o Troubleshooting the file systems
o Logical volume group
o Redundant array of inexpensive disks (RAID)
o IiSCSI
o System resource management
o Package management
o Installing and removing software packages
o Compiling from source
o Make and cmake commands
o Network management
o General networking
o Interface configuration

o Network sniffing
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o Remote connection
o Network shares with NFS and Samba
o Http and apache/nginx
o Smtp/imap/pop3 and postfix/dovecot/exim
o Ftp and vsftp, Ssh and sshd, Dns and bind, Dhcp and dhcpd

Domain 3: Git and GitHub (10 Hours)

Git is an open source distributed version control system designed to handle

everything from small to very large projects..
o Motivation, creating local repo
o Stages: the working tree, index, commit
o Tags
o Commit hash
o Branching - the workflow, local and remote branches, merging, conflicts
o Working with remotes
o Resets, reverts, cherry-picking
o Gitintegration with the IDE (PyCharm)
o Github / GitLab - protected branches, pull (merge) requests, code review

Domain 4: Bash Scripting and Programming (40 Hours)

The domain provides Linux scripting and programming abilities for DevOps.
This is an advanced module after learning the skills for Linux administration.
o Bash Scripting
o Bash environment, configuration files
o Shell types, .sh files
o Variables: built-in, env vars, user variables, the PATH
o Script execution and debugging
o Basic Operators
o Conditional Expressions
o Looping Statements
o Manipulating Functions
o Databases Overview
o SQL, MySQL, PostgreSQL
o NoSQL, Redis, MongoDB

o From script to program
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Domain 5: Python Programming (65 Hours)

The domain provides Python programming abilities for DevOps.
This is an advanced module and will be used further in the course when using
DevOps tools and technologies.

o | Building application shell

o General introduction to Python

o Basic data types

o Using variables

o Operators (arithmetic, comparison, logical)

o Manipulating print() function

o Working with input() function

o Managing conditional statements

o Using For and While Loops

o Implementing Functions

o Collections module (list, dict, set, tuple)

o Errors and exceptions handling

o Working with OOP in Python Standard Library

o Managing third party libraries

o Command line and environment

o Web development

o Python Projects for DevOps

Domain 6: Virtualization and Containers (15 Hours)

Docker is a platform for developing, shipping, and running applications. Docker
enables you to separate your applications from your infrastructure so you can
deliver software quickly.

o Introduction to virtualization

o From VMWare to containers

o High level architecture - the docker engine: daemon, containerd, runc

o DockerHub

o Basic usage: build, run, pull, tags

o Container lifecycle

o The Dockerfile

o Logical volume

o Networking
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o Docker Compose

Domain 7: Kubernetes (30 Hours)

Kubernetes, also known as K8S, is an open-source system for automating
deployment, scaling, and management of containerized applications.

o Minikube installation

o K8s architecture

o Workloads and their use-cases - pod, deployment, replica set, etc...

o Pod management - commands and arguments, env vars, resource allocation,

probes (liveness, readiness), rolling update, horizontal auto-scaling

o Labels and selectors

o Services

o ConfigMap and Secrets

o K8s RBAC

o Working with Helm

Domain 8: The CI/CD Pipeline (Jenkins or GitHub CI) (25 Hours)

Automate your software development workflows and deploy better quality code,

more often. Using a continuous and iterative process to build, test, and deploy helps
avoid bugs and code failures.

o Intro to Jenkins (declarative) pipelines

o Jenkinsfile - basic syntax, stages, steps

o Jenkins agents

o Pipelines vs Job DSL

o Github or GitLab integration - control branch and pull request activities

o Build, test and deploy stages

o Manage artifacts

o GitLab CI overview

o Create complete CI/CD pipeline

Domain 9: AWS Certified Cloud Practitioner (40 Hours)
Using AWS academy program, the domain will cover in-depth knowledge of AWS

environment and prepare students for the international exam. Each student will use a

dedicated AWS account and lab environment.
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o AWS Cloud and its basic global infrastructure
o Basic AWS Cloud architectural principles
o AWS Cloud value proposition
o Key services on the AWS platform and their common use cases
o Security and compliance aspects of the AWS platform and the shared security model
o Billing, account management, and pricing models
o Sources of documentation or technical assistance

o Basic/core characteristics of deploying and operating in the AWS Cloud

Domain 10: Configuration management - Ansible (10 Hours)

Ansible is an automation tool used for IT tasks such as configuration management
and application deployment

o Machine inventory

o Basic tasks

o Playbooks syntax and capabilities - condition, loop, variables

o Error handling in playbooks

Domain 11: Infrastructure as a code - Terraform (10 Hours)

Terraform is an open-source infrastructure as code software tool that enables you to
safely and predictably create, change, and improve infrastructure in the cloud.

o The declarative approach

o Terraform basic usage (AWS cloud based)

o Variables and Outputs

o Modules - the root module, create your own, use from registry

Domain 12: Monitoring and Alerting systems (30 Hours)

The ELK Stack (Elasticsearch, Logstash, Kibana) is the world’s most popular log
management platform. Grafana is an analytics & monitoring solution for every
database. Prometheus is a monitoring system with a dimensional data model,
flexible query language, efficient time series database and modern alerting approach.
o Elasticsearch and Kibana:

o DB overview

o Add and search logs data

o Aggregations

o Simple queries (bool, match, filter)
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o Scoring
o Kibana
= Explore

= Build panel and dashboards
= Search and filters
= Anomalies detection
o Grafana
o Data sources
o Variables
o Build panel and dashboards
o Create alert rules
o Prometheus
o Metric types
o data model
o Instrumentation

o Alertmanager

Domain 13: Securing DevOps Environments (20 Hours)

This domain will provide security knowledge regarding implementing security into
DevOps operations and cloud infrastructure.
This domain is taught via remote connection only to class.

o Introduction to Secured Software Development

o Secure Development Lifecycle

o Software Threats and Vulnerabilities

o Software Development Security Practices

Domain 14: Final Projects Presentation (20 Hours)

After mid course projects presentation ,these two final lessons will be the course
highlight: Students will be given real world scenarios and will present a final project
to the class. The project will be a summary of all the skills and methods taught

throughout the course.
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